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News

Europeans' Privacy will be big challenge in next decade, says EU

Commissioner

Our privacy faces new challenges: behavioural advertising can use your internet history to better
market products; social networking sites used by 41.7 million Europeans allow personal information
like photos to be seen by others; and the 6 billion smart chips used today can trace your movements.
The European Commission yesterday — Data Protection Day — warned that data protection rules
must be updated to keep abreast of technological change to ensure the right to privacy, legal
certainty for industry, and the take-up of new technologies. EU rules say that a person's information
can only be used on legitimate grounds, with their prior consent. With the Lisbon Treaty and the
Charter of Fundamental Rights now in force, the Commission today said it wants to create a clear,
modern set of rules for the whole EU guaranteeing a high level of personal data protection and
privacy, starting with a reform of the 1995 EU Data Protection Directive.

"EU rules are there to protect everyone’s personal data. The European Commission has proved its
commitment to making these rules fully respected by all 27 EU countries. Innovation is important
in today’s society but should not go at the expense of people's fundamental right to privacy. Now we
have to make sure that the general data protection rules are up-to-date with technology and as
comprehensive the Lisbon Treaty requires,” said Viviane Reding, the EU's Information Society and
Media Commissioner. "EU rules should allow everyone to realise their right to know when their
personal data can be lawfully processed, in any area of life, whether boarding a plane, opening a

bank account or surfing the internet, and to say no to it whenever they want."

At the 4 t annual Data Protection Day, the European Commission said that the measures it applied
to internet technology are needed throughout the economy and society to protect Europeans'

privacy and personal data.

To do this, Commissioner Reding announced that she will propose to modernise EU privacy rules,
building on the general rules (the Data Protection Directive) in place since 1995, and specific

telecoms and internet rules (e-Privacy rules).

The improved rules would be vigorously applied across all policy areas and international

agreements, be it new technologies, consumer rights or public security.
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In 2009 the Commission took a number of initiatives to make sure that privacy keeps up with

technology:

- A Recommendation on Radio Frequency ldentification (RFID) smart tags in products
like bus passes, saying that tags used in retail should be automatically deactivated unless the

consumer purchasing an item with a tag "opts in".

- In February 2009, it brokered an agreement between 18 (20 since June) major social
networking companies to improve minors' online safety, and privacy, on social networking sites
like Facebook. It will report on their progress at Safer Internet Day 2010 next month: for example,

how many make profiles of under-18s private and not searchable by default.

- Following Commission proposals, new EU telecoms rules oblige providers of
communications services like the internet to tell authorities when security breaches lead to personal
data loss or misuse. They strengthen consumers' rights to be informed when information like

internet cookies is stored or accessed on their equipment.

- The Commission launched legal action against the UK on 14 April 2009, reacting to citizens'
concerns about UK internet providers testing behavioural advertising (PHORM) that scanned
their internet use. The Commission warned the UK that its law does not comply with EU rules on
confidentiality in telecoms in areas like user consent to interception of communications, sanctions
against unlawful interception and supervision of interception activities. The case entered its second
phase on 3 November 2009. If the Commission does not get a satisfactory reply, it may refer the

case to the European Court of Justice.

Background

Privacy and the protection of personal data are human rights set out in Articles 7 & 8 of the EU

Charter of Fundamental Rights.

The 1995 EU Data Protection Directive lays down general principles to harmonise national rules

such as when personal data can be processed and rights of the people whose data is processed. They

say that a person's consents for their data use must be freely given, specific and informed.

The 2002 EU Directive on privacy and electronic communications sets principles for the telecoms

sector. It protects the confidentiality of communications, requiring EU countries to prohibit

interception and surveillance without users' consent (Article 5(1)) or legal authorisation.

Viviane Reding video message on privacy:

http://ec.europa.eu/commission _barroso/reding/video/20090414/index_en.htm
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http://www.europarl.europa.eu/charter/default_en.htm
http://www.europarl.europa.eu/charter/default_en.htm
http://ec.europa.eu/justice_home/fsj/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:EN:HTML
http://ec.europa.eu/commission_barroso/reding/video/20090414/index_en.htm

The processing by EU institutions and bodies is covered by Data protection Regulation (EC)

45/2001. The EU general framework for the protection of personal data in police and judicial

cooperation in criminal matters is the Framework Decision 2008/977/JHA.

The Council of Europe set up Data Protection Day in 2007 to explain what personal data is collected
and why, as well as people's rights and responsibilities.

efamro comments:

The EU's Data Protection Day was the first public opportunity for the new commissioner in charge
of fundamental rights, Viviane Reding, to spell out her priorities on Internet privacy, particularly
regarding an upcoming review of the Data Protection Directive.

As expected she confirmed that she intends to reform the 1995 directive, crafting a single directive
to cover privacy matters in the EU.

In an indication of the importance she attaches to the fundamental right of data protection, she
stressed that agreements with third countries for anti-terrorism purposes should protect personal

information as much as they can.

"Why should citizens have to reveal their personal information in order to prove that they have
nothing to hide?"

The SWIFT agreement on the transfer of EU citizens' banking data to US authorities, set to enter
into force next week, will be first on the list for the new EU justice chief.

"l remain to be convinced that all these SWIFT transfers are necessary, proportionate and effective
to fight terrorism. I will be looking into this very closely in the coming weeks," she said

"l want to make sure that our EU legislation and international agreements are based on evidence

rather than on emotional responses to the latest scare."

Panopticlick: a tool for telling you how unique your browser profile is

What fingerprints does your browser leave behind as you surf the web?

Traditionally, people assume they can prevent a website from identifying them by disabling cookies
on their web browser. Unfortunately, this is not the whole story.

When you visit a website, you are allowing that site to access a lot of information about your
computer's configuration. Combined, this information can create a kind of fingerprint — a signature
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001R0045:EN:NOT
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32001R0045:EN:NOT
http://www.aedh.eu/plugins/fckeditor/userfiles/file/Protection%20des%20donn%C3%A9es%20personnelles/Council%20framework%20decision%202008%20977%20JHA%20of%2027%20november%202008.pdf

that could be used to identify you and your computer. But how effective would this kind of online

tracking be?

The Electronic Frontier Foundation (EFF)is running an experiment to find out. Their new website
Panopticlick will anonymously log the configuration and version information from your operating
system, your browser, and your plug-ins, and compare it to their database of five million other
configurations. Then, it will give you a uniqueness score — letting you see how easily identifiable
you might be as you surf the web.

Adding your information to the database will help EFF evaluate the capabilities of Internet tracking
and advertising companies, who are already using techniques of this sort to record people's online

activities.

To join the experiment:

http://panopticlick.eff.org/

To learn more about the theory behind it:

http://www.eff.org/deeplinks/2010/01/primer-information-theory-and-priva...

efamro comments:

The Panopticlick project provides an insight into the wealth of information that is routinely
accessed, collected, and stored by websites. If you join the experiment you will be presented with
the measurements used to assess the uniqueness of your profile.

As efamro noted in its response to the European Commission’s open consultation on data
protection, digital fingerprinting can present a challenge to current concepts of privacy and

anonymity.

In a research context the use of this technique enables the unique identification of a particular
machine and therefore protects the robustness of research results by ensuring that individuals or
groups of individuals cannot bias research projects by submitting multiple or fraudulent responses.
Research should only use this technology with the informed consent or respondents and panelists.
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http://panopticlick.eff.org/
http://www.eff.org/deeplinks/2010/01/primer-information-theory-and-privacy

Consultations

No relevant consultations announced this week
Ongoing Consultations
Consultation on the Final Report of the Expert Group on e-Invoicing

http://ec.europa.eu/internal _market/consultations/2009/e-invoicing _en.htm

European Commission - Internal Market and Services DG, Enterprise and Industry DG

Closes: 26 February 2010

Public consultation on the Citizen’s Initiative

http://europa.eu/documentation/official-docs/green-papers/index_en.htm

European Commission - Inter-institutional Relations and Communication Strategy.

Closes: 31 January 2010

Consultation on the International Financial Reporting Standard for Small and
Medium-sized Entities

http://ec.europa.eu/internal _market/consultations/2009/ifrs_for sme en.htm

European Commission — Internal Market

Closes: 12 March 2010

Events

No relevant events this week
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